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Attached please find the draft EC 


for additional, authorized IDW data 
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approved at the 15 February ISPG. 

v ( 1 


Original Messann 

Fromq ] (01) (FBI) 

Se nt: Thursday, March 24. 2 005 12:41 PM 
To :| J OI) (FBI) 

Cc q t OI) (FBI) 

Subject: IDW EC 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


As we discussed... 



b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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JOGC) (FBI) 


From: 

Sent: 

To: 


(01) (OGA) 


Friday, March 25, 2005 9:38 AM 


KOGC) (FBI! 


(01) (FBI) 


Subject: RE: IDW EC 


b6 

b7C 


be 

b7C 


UNCLASSIFIED 

NON-RECORD 


Jwhat do the minutes say? 


Ori ginal Messaqe- 

From: | 


}OGC) (FBI) 


Se nt: Friday, Marc h 25, 2005 9:37 AM 
To: I to n (OGA); 

Subject: RE: IDW EC 


Joi) (FBI) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


It should be done next week. It doesn't look like your draft EC addresses the collaboration index. Are you 
taking that off the table right now? Should I leave it out of this PIA? 


O riginal Message- — 

From] (OI) (OGA) 

Se nt: Friday. March 25. 2 005 9:22 AM 
To J If O GC) (FBI) 

Cc: |(OI) (FBI) 

SuBjecfTRETDWTC 


b6 

ALL INFORMATION CONTAINED b7C 

HEREIN IS UNCLASSIFIED 

DATE 08-27-2007 BY 65170 DKH/BJA/CAL 


UNCLASSIFIED 

NON-RECORD 


How long will the PIA take? Delay has operational impact. 
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Subject: RE: IDW EC 

UNCLASSIFIED 

NON-RECORD 


I am still writing up the PIA for these data sets. Although I don't anticipate any show 
stoppers, we need to complete the PIA before this EC can be f inalized. One issue that will be 
included in the PIA is that the data fron^ |has certain restrictions on use b2 

as contained in the MOU with DHS. Those restrictions carry over to use of the data in t>7 
IDW. I’ve already provided Gervis with a copy of the MOU. 
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(01) (FBDf 
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|(OI) (OGA)C 
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| [ITSD)(FBI)j 
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iron fFBii 


[ 


KENNETH MICHAEL (ITSD)(FBI); I lOI) (FBI) 

(CyD) (FBI)j K OI) (CON); 


(SecD) (OGA); 

jTCTTT' FBn: RITCHHART, 


Subject: FW: IDW EC 


|(0I) (FBI); SOLOMON, JONATHAN I. (DO) (FBI);j 
J (USD) (FBI); VAN DUYN, DONALD N. (CTD) (FBI) 


(Se cD) (FBI): 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Attached please find the draft EC for additional, authorized IDW data sets as 
approved at the 15 February ISPG. 



— O riginal Message- 


From i b l) (FBI) 

Se nt: Thursday, March 24. 2005 12:41 PM 

To:| J (01) (FBI) 

Cc: rOI) (FBI) 


Subject: IDW EC 


b6 

b7C 


he 
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UNCLASSIFIED 

NON-RECORD 


As we discussed... 


Thanl< 
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bGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


(OIPP) (FBI) 
Friday. March 25, 2005 9:59 AM 

;OGC) (FBI) 


(SecD) (CON) 


Subject: RE: IDW EC 


tSecD) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

I see you go by [ [ My apologies for not getting that straight. 

I believe your views are consistent with ours, and I agree with your insight regarding when in the development 
process such policy should be applied. 

I will review the PIA's and likely will want to meet with you for more details. I'd like to discuss this issue with my 
colleagues first, however. 

Thank you again, all inforhation CONTAINED 

HEREIN IS UNCLASSIFIED 

I DATE 08-27-2007 BY 65179 DHH/BJA/CAL 


Original Message 

From ) | (OGC) (FBI) 

Se nt: Friday, March 25, 20 05 9:50 AM 


Toi 

Cc: 


Subject: RE: IDW EC 


JOIPP) (FBI) 

| (SecD) (CON){_ 


j(SecD) (FBI) 


be 

blC 


NON-RECORD 

b6 

1 The idea behind doing a PIA is that privacy policy as well as legal issues regarding privacy can b7 ' 
be assessed as the project is being developed. If issues are identified, then there can be discussions 
about the best way to mitigate those privacy concerns during the planning and development stages instead 
of waiting until the system is completed - and therefore, harder to change. If the you read the MIOG 
sections on the PIA it gives you a pretty good idea of why we do them and what we hope to 
accomplish. As to your last sentence , "what affect the PIA's might have on the underlying information 
technology" I think that privacy considerations must be a part of the IT structure. For example, developing 
role based access to limit access to sensitive information to only certain people who have a need to know. 

The privacy consideration directs the IT structure. I've attached a copy of the PlAs that were done for IDW 
and the IDW data mart so that you can see what one typically looks like. 

If the CIOs office is developing any checklists for projects, the PIA should be on the list. It is FBI policy but 
is also required for certain systems by section 208 of the E-Govemment Act. I'm happy to meet with you if 
you want to discuss all/any of this. Thanks! 
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From:| |(OIPP) (FBI) 

: Friday, March 2S7TO 9:28 AM 
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Sent 

To: 


b6 
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Cc: j 

Subject: RE: IDW EC 


UNCLASSIFIED 

NON-RECORD 


](SecD) (CON 


KSecD) (FBI) 


b6 

b7C 


Mark provided me with the MOU's. Now, I would like to request copies of the PIA's to which you 
referred. The reason for this request is to emphasize the importance of privacy issues that do not b6 

seem to be stressed as much as security issues when determining policy and rules of engagement b7c 

that impact information technology. We are studying ways to allow information sharing, but at the 
same time assuring that information confidentiality, integrity and availability concerns are met. 

These considerations are often framed in the context of national security, but I would think that we 
have an equal obligation to protect the privacy and civil rights of our citizens. Thus, we need to know 
what affect of the PIA's might have on the underlying information technology. 

Thank you, 


bC IQ/QI PP/EAU 

202P” 


b2 


Or iginal Message 

From ~V 0GC) (FBI) 

Sent: Thursday, March 24, 2005 2:13 PM 

To l I fOIPPI (FBI); TANNER, MARK A. (DO)(FBI) 

Subject: RE: IDW EC 

UNCLASSIFIED 

NON-RECORD 


A PIA is a Privacy Impact Assessment. See MIOG, part II, section 16-21 through 16-21.6. 
only mentioned one MOU and that is o ne that we have with DHS that covers sharing 
infomraiton fror H I The data currently comes in from DHS to F] 

Mark - do you have an electronic version of the final DHS MOU that you can send! 


Or does someone in the OCIO already have a copy tha£ 


jean get? 


ILL 


O riginal Message 

From l I fOIPPI (FBI) 

Se nt: Thursday, March 24 , 2005 1:38 PM 
To i [ QGG (FBI) 

Subject: RE: IDW EC 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


For my edification, what is a PIA? 

Are the MOU’s you mentioned available to the Enterprise Architecture Unit of 
OIPP/OCIO? 


Thank vou 


r 

^1 

00 

20^ 

It )/( iIPP/PAI 
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Se nt: Thursday, March 24. 2 005 1:24 PM 
ToL 1(01) (FBI)[— 


](CD) (FBI)[ 


1(01) (0GA)[ 
[RMD)(FBI);| 
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Subject: RE: IDW EC 


[ Ql)(CON); | | (SecD) (FBI);I 

Col) (FBI); SOLOMON, JONATHAN I. (DO) (FBI) J 
JrrSD) (FBI); VAN DUYN, DONALD N. (CTD) (FBI); TANNER, 


UNCLASSIFIED 

NON-RECORD 

I am still writing up the PIA for these data sets. Although I don't anticipate any 
show stoppers, we need to complete the PIA before this EC c an he finalp ed 
One iss ue that will be included in the PIA is that the data frorr j l and 

pas certain restrictions on use as contained in the MOU with DHS. 

Those restrictions carry over to use of the data in IDW. I've already provided 
Gervis with a copy of the MOU. 
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l(OGC) (FBI); 
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RITCHHART, KENNETH MICHAEL flTSD)(FBI)l 
(01) (FBI);r 1 (CvD) (FBI);I 

(01) 

(CON)j 

ISecD) fFBIj 

1= 1 


(01) (FBI); SOLOMON, JONATHAN I. (DO) (FBI)f" 
(ITSD) (FBI); VAN DUYN, DONALD N. (CTD) (FBlJ 
Subject: FW: IDW EC 


UNCLASSIFIED 

NON-RECORD 
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b6 
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b2 

b7E 


b6 

b7C 


b6 

b7C 


bo 

b7C 
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Attached please find the draft EC for additional, authorized IDW data 
sets as approved at the 15 February ISPG. 
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Original Message — 

Frorr j ~| COI) (FBI) 

Sent: Thurs day. March 24. ,2 005 12:41 PM 

Tol 


Ccj 

Subject: 


IDW EC 


(01) (FBI) 
|OI) (FBI) 


b6 

blC 


UNCLASSIFIED 

NON-RECORD 


As we discussed... 
Thanks □ 

□ 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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kOGC) (FBI) 


b6 

b7C 


From: 

Sent: 

To: 


1 ~| OGC) (FBI) 

Tuesday, May 31, 2005 8:55 AM 

if 


(01) (OGA) : 


lfOh (FBI) [ 


(Ol) (FBI)[ 


L 


\micm 


nnrnnNv oi| i otta margaret r. (oi) (fbi) | 

AN, M ARION E. (01) (FE W. 


t 


OGAlf 


iSecD) (CON) 


(FBlj[ 


KlT0D)(FBI); . 

j.(RMD)(FBl); G RIGG, G. CLAYTON (C I U) (FBI){ 


r 


(CD) (FBI): BOV 


roiKFBoc: 

(01 PP) (FBI)] 


(OGC)(FBI):l 


IEM 


1lTOD)(FBI)f 


KOGC) (F BI): HAL L. DEAN E. (OIPM) (FB I)[ 
I'd) (FBI)J lf( 

l(QGClIFBI)f 


llTSD) 


OGC) (FBI) 


oTmfboI 




□(01) 

b 


loop) (FBI); 
JiRMDL 


F— = 

J (OGC) (FBll 

KOI) (FBI): RITCHHART KFNNFTH 



l(ITSD)(FBI); 

1 (OP (FBI):! 

l(CvD) (FBI): 

! r _ miwr.nwvl ( j 

|(SecD) (FBI); SOLOMON, JONATHAN 


J(ITSD)(FBI) 


Subject: RE: IDW Dataset EC 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


(1) I have not seen the IDW PIAs and I will reach out to ALU to get a copy. I need to review that and then I’ll give 

you more comments b/c some of my concerns may be ad dressed in that document. Some of the records 
contained in these data sets (e fl l are subject to special handling restrictions but these may , b 

be addressed in the IDW PIA and/or in the guidance RMD will issue. b /E 

Is there a draft of the RMD guidance available for review now? 

(2) I believe in par. 6, the file numbers should be "265" rather than "295" 

(3) In the last paragaph on p. 2, the EC states that the data sources are currently "owned and licensed by CTD." 

What do you mean by this? The DHS files are being shared pursuant to an MOU with DHS and the purpose was 
not limited to CTD work. From a legal perspective, I don't believe these data sets are owned and licensed by 
CTD but perhaps you could explain to me what you are trying to express. 

Thanks. 

vpc 


assistant (jenerai counsel 
Policy & Training Unit 
Natio nal Security Law Branch 
(202)1 


ALL IMFOPHATIOH COMTAIIJED 

HEREIN IS UNCLASSIFIED b6 

DATE 08-27-2007 BY 65179 DHH/BJA/CAL b7C 


b2 


O riginal Message 

From j ~1 (OI) (FBI) 

Se nt: Friday. Mav 71. 7f)05 7:53 AM 
T < M 1 (01) (FB ll 

GULOTTA, MARGARET R. (OI) (FBI)i 
(FBI); BOWMAN, MARION E. (OI) (FBI)] 
(SecD) (CON) j K OIXFBlj 


201) (OGA): I fOIYCON): 

l0I)(C0N)j jcD) 


Zj(OGC)( 

tBlU 

1 

KOI) (OGA); 

l(ITOD) 


b6 

b7C 
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(FBI)j 

(FBj 


~rOGCVF BI):( 


(OIPP) (FBI); 

1( n-sp)(FBi)r 


](RMD)(FBI); GRIGG, G. CLAYTON (CTD) 


mr. 


UX 

JxEsnl 






TTODXFBir 
(01) (FBIC 


J(OI) (FBI)C 


% 


l (OGC) (FBI); HALL, DEAN E. (OIPM) (FBI): 

JoiHF Bi); I H(OGC) (fbi) : 

] (ogc) (f bi)J T ogo 

I(RMD) (FBI); 
|(OGC) 


HMD)(FBI)f 

|(0I) (CON); 


T ](CyD) (FBI);,. 

| |(SecD) (FBI); SOLOMON, JONATHAN I. (DO) (FBI)f 

nnm ai r\ m / / ■- » * w /rnvJ “ » , 


H) (FBI); kl l CH HAR T , K E N NETH MICH AEL (USD 


Joi) (CON); 


TFBTTf 


DONALD N. (CTD) (FBlJ 

Subject: IDW Dataset EC 


itsd)(fbi) 


] (ITSD) (FBI); VAN DUYN, 


bo 

b7C 


UNCLASSIFIED 

NON-RECORD 


All, 


Please find attached the IDW data set EC for your review, 
will incorporate appropriately. 

ssa I I 

Directorate of Intelligence 
Intelligen ce Issue s Group 
202-324- 1 | 


Please send changes/comments to me and I 


b6 

b7C 


b2 


UNCLASSIFIED 


UNCLASSIFIED 


1 1/6/2006 
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|(OGC) (FBI) b7c 

From: GRIGG, G. CLAYTON (CTD) (FBI) 

Sent: Monday, March 28, 2005 10:46 AM , 


OI) (FBI) 

1 “ fOGC) fFBII b7C 

(OI) (FBI) 


(OI) (FBI) 


Subject: RE: IDW EC 


UNCLASSIFIED 

NON-RECORD 


Thanks for the update. We will stand by... 


Or iginal Message 

From:f ](OI) (FBI) 


S ent: Thursday, March 24 . 2005 3:00 PM 
' 1( 0, G Q (FBI) 


T t 

CcT 

(FBI 


(FBI) 

Subject: RE: IDW EC 


](OI) (FBI); GRIGG, G. CLAYTON (CTD) (FBI)[ 


b6 

hie 


]• (OI) 


UNCLASSIFIED 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-27-2007 BY 65179 DHH/BJA/CAL 


Absolutel y.. ,thi§ can go o n. p au se .. . It seemed to me in the course of discussion it was reported that the PIA 

[°[ s ^ arin 9 — land] fata had been completed and approved.. .mostly becaus<| |iad been 

r as the 


, p ata had been completed and approved... mostly becaust h< 

reluctant to even consider them in the ISPG discussion without the PIA... My mistake... I guCSSHTw 
MOU that was approved. 


I think that this and other comments from the DACT membership may be helpful while we wait on the PIA. 

What additional language in the DRAFT EC do you think would be required to capture the restrictions on 
use as contained in the MOU with DHS? I do not believe we have a copy of the MOU 

a 


O riginal Message 

FromJJ ~ 


3oGC) (FBI) 


Se nt: Thursday, March 24. 2 005 1:24 

To; l . Foiufbi 

(CD) fFBI):l 


c 


I 

(FBI); | 

(FBi) a 

(Serf?) (FBI) : 

L— jbijTFnc 

I KSecD) (0GA| 


|OI)(FBI);| 

|RMD) (fb!T[ 

~rrsD> 


IGC) (FBI)T 
~|(QI) (OGA )f 


1(01) (CONf 


IsecD) (CON); 


^ji , (OIPP) (FBI); 

] (Oi) (FBI); GRIGG, G. CLAYTON (CTD) 

:iTSD)(FBI); HALL, DEAN E. (OIPM) (FBI)i |(OGC) 

m. 


J(OGC) (F BI); LAUGHLIN, LAURA M. (SE) (FB., n 

— ■ l (OGC) (FBI)j | (OGC) (FBI)f 

r(RM ?) uiimi — * — 1 


JOGC) (FBlJ 


trmd) m ~ 

1 (01) (FBI); 


b2 

:b7E 


b6 

blC 


b6 

b7C 


1 1/6/2006 
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RITCHHART KENNETH MICHAEL (nSDXFBI )J ~| (OI) (FBI) 

I CyP)(FBI);| 1 (01) (CON); l "TsecPI fFBT 

£01) (FBI); SOLOMON, JONATHAN I. (DO) (FBI);! 

VAN DUYN, DONALD N. (CTD) (FBI); TANNER, MARK A. (DO) (FBI) 

Subject: RE: IDW EC 


a 


KTTSDKFBI); 


be 

b7C 


UNCLASSIFIED 

NON-RECORD 


I am stiil writing up the PIA for these data sets. Although I don't anticipate any show stoppers, we 
need to complete t he PIA befo re this EC can be finalized. One issue that will be included in the PIA 

is that the data frorr | [ aruj pas certain restrictions on use as contained in the MOU 

with DHS. Those restrictions carry over to use of the data in IDW. I've already provided Gervis with 
a copy of the MOU. 


Original Message — 

Froi ^ ~ ~~| (01) (FBI) 

Se nt: Thursday, March 24 , 2005 12:47 PM 
Toj 1(01) (CON)] 


(FBI “ 

(OlPPj (FBI)[ 


|(OGC) CFB I)f 


Ton iogaF 


CLAYTON (CTD) (FBI] I 
HALL, DEAN E. (OIPM) (FBI)£ 


J(RMD)(FBI);f 


HSfifiP) (CON, 

——KOI) (FBI)7T 


3 


p) ™r 


1 


[01) 


(FBI); LAUGHLIN, LAU RA M. (SE) fFBDl 

1~ K OGC) (FBI)] . 

| flMt))(FBl );f 


Hm5D)(FBI)d 

]OGC)fFBi)T 


pi) (FBI); GRIGG, G. 

;q (i 

>GC) 


TfOGC 


](OGC) (FBI)C 


^ GA )l iv— w v -4 

RITCHHA RT, KENNE TH MICHAEL (USD)(F Bf) I 

I (CyD) (FBI)j I on f COW: f 


(FBI)] 

rmd)(fb!)T 


jsecD) (FBIlT 


IQGC) (FBI); 

Jjgc 


(FBI); 


Ion (FBI); 


SecD) 


blilFBI)] 

J 


Q 


J(OI) (FBI); SOLOMON, JONATHAN I. (DO) (FBI); 


(USD) (FBI); VAN DUYN, DONALD N. (CTD) (FBI) 
Subject: FW: IDW EC 


(SecD) (FBI); 


b6 

b7C 


Attached please find the draft EC for additional, authorized IDW data sets as approved at the 
15 February ISPG. 


vil 


b6 

b7C 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

As we discussed... 

ThankJ ~ 1 


O riginal Message 


From}" 

1(01) (FBI) 

Sent:] 

hursaav, March 24. 2005 12:41 pm 


1(01) (FBI) 

Cc t 

KOI) (FBI) 


Subject: IDW EC 


1 1/6/2006 






Message 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


1 1/6/2006 
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| |(OGC) (FBI) 

From: | | (OGC) (FBI) 

Sent: Tuesday, May 31, 2005 9:04 AM 

To: I K OGC) (FBI) 

Cc: I l (QGC) (FBI)j 

(FBI) ■— 

Subject: RE: IDW Dataset EC 

UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


](OGC){FBI)[ 


b 6 
b7C 


]OGC) 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-27-2007 BY 65179 DHH/BJA/CAL 


IDW PIAs attached. 

O riginal Message 

FromJ 


](OGC) (FBI) 


Se nt: Tuesday, May 31. 2005 8:55 AM 
To:l ] OI) (FBI)[ 


bl)(CON); GULOTTA, MARGARET R. (OI) (FBI), 


iOl) (FBI);[ 


I)(CON); GULOTTA, MARGARET R. (OI) (FBI)f~ 

| (CD) (FBI); BOWMAN, MARION E. (OI) (FBI)TI “ 

?OI)(FBI):l i (OI) (OGA); [ I OTO D)(FBI);[ 


](OI) (OGA); 


1(01) (C ON); 


YSecP) (CONI: 


"(ifSD)(FBI);| 

IfOGC) rFBTV HAI 1 

r 1(01) (FBI); 




]( OGC) (FBI)f 


OI) (CON)] 

kENNEfH NlfCHAEL (]TSD)(FBI);i 

1 - Pi) (CON)r 


[RMD) (FB 


DEAN E. (OIPM) (FBI);[ 
(OGC) (FBl f"'" 
, (OGC)(FBljT~ 


ll 


KQGQ, ( FBlj ^ 


1(5ecD) (OG A)j 


l(OGC)(FBI); 

TTrrOD)(FBI); 
T(OI) (FBI)J | 


[OI) (FBI); RITCHHART, 

H ( 


, -*) (PBI) j [ (CyD) ( FBIT 

l(SecD) (FBI); SOLOMON, JONATHAN I. (DO) (FBI);| 

F. (ITSD) (FBI); VAN DUYN, DONALD N. (CTD) (FBI) | K lTSD)(FBI) 

Subject: RE: IDW Dataset EC 


•b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Liz, 

(1 ) I have not seen the IDW PIAs and I will reach out to ALU to get a copy. I need to review that and then I'll give 

you more comments b/c some of my concerns may be addressed in that document. Some of the records 
contained in these data sets (eo i n are subject to special handling restrictions but these may b2 

be addressed in the IDW PIA and/or in the guidance RMD will issue. b7 

Is there a draft of the RMD guidance available for review now? 

(2) I believe in par. 6, the file numbers should be "265” rather than "295.” 

(3) In the last paragaph on p. 2, the EC states that the data sources are currently "owned and licensed by CTD." 

What do you mean by this? The DHS files are being shared pursuant to an MOU with DHS and the purpose was 
not limited to CTD work. From a legal perspective, I don't believe these data sets are owned and licensed by 
CTD but perhaps you could explain to me what you are trying to express. 

Thanks. 

vpc 


Assistant General Counsel b7c 

Policy & Training Unit 
National Security Law Branch 


1 1/6/2006 




Message 


Page 2 of 2 


(202| 


b2 


O riginal Message- 

FromtL 


101) (FBI) 


Se nt: Friday, May 27, 2005 7 :53 AM 

Tol . J3I) (FBl£ 

GULOTTA, MARGARET R. (01) (FBI)L 


vvuv • I r-if * uiiwiwM.. • v / V — 

(FBI); BOWM AN, MARION E. (01) (FB I)) 

fcip rm (CO tM ( 0I )(FBI)L 

(FBI) 

1FBI} 


30GC)(FB I)( 


](0IPP) (FBIl 
](ITSD)(FBI)1 


(FBl£ 


XitodxfbM 

□ (01) (FBljL 


imL 


] (SecD) (OGA)l 


(oi) (oga£ 


01) (C0N)[ 

TOGC UFBIB: 


IoIXCON); 

[CD) 


l0i)(0GA)I 


H(UOD) 


JRMD)(FBI); GRIGG, G. CLAYTON (CTD) 


|(0GC) (FBI); HALL, DEAN E. (OIPM) (FBI); 

101) (F BI)j „ . PPC) (FBI ); 

iGuVim ill l OGC) 


(0 GU)[hbli 
^MDXFBI);[" 
□(01) (CON)} 


it 


E 


I (OI) (FBI)C 


J(SecD) (FBI); SOLOM ON, JONATHAN I. (DO ) (FBI);L_ 

DONALD N. (CTD) (FBI H I (USD)(FBI) 

Subject: IDW Dataset EC 


1(01) (FBI); RITCHH ART, KENNETH MICH AEL (USD 
JCyD) (FBI); I tOI) (CON);[ 


HiiUE 


TO P) (FBI); 
| (OGC) 


1 


XUSD) (FBI); VAN DUYN, 


b6 

bVC 


NON-RECORD 


All, 

Please find attached the (DW data set EC for your review. Please send changes/comments to me and I 
will incorporate appropriately. 

:b6 

SSA| | b7C 

Directorate or intelligence 
Intellige nce Issues Group 
202-32 4 I 

b2 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


11/6/2006 
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b6 



b7C 

(OGC) (FBI) 

From: 

[OGC) (FBI) 



Sent: Tuesday, June 07, 

2005 9:33 AM 



To: 

1(01) (FBI) 



Cc: i 

lOGC) /FBI); | 

l(OGC) (FBI)l * 

1 

| |(RMP)(FB| 

|RMD) (FBI) 


be 

Subject: RE: IDW Dataset EC all information contained 

HEREIN IS UNCLASSIFIED 

UNCLASSIFIED DATE 08-27-2007 BY 65179 DHH/BJA/CAL 

b7C 


NON-RECORD 



comments are as follows: 


1. Page 2 - statement that data sources are "owned and licensed" by CTD. I'm not sure what that means but I'm 
particularly troubled by the "licensed" language. I don't know of any licensing involved with the data. 

2. Somew here I think the EC needs to state that restrictions on the data must be maintained. For example, the 

I MOU contains restrictions on the FBI's use of the data. Our PIA provided that such restrictions must be 
maintained. I think that would be a useful thing to put in this EC as well. 

3. Suggest that the last paragraph be reworded to indicate a collaborative process involving RMD, the DACT, 
OGC and the substantive units. RMD will need input from the DACT, OGC and the users in order to develop this 
policy. Suggest something like: 

"The DACT will continue to work with RMD, OGC and the substantive units to develop appropriate policy 
regarding records retention and use." 


O riginal Message- 

FromL^ 


]A. (01) (FBI) 


Senl:_Fij d ay, Nl fly 27, 2QQ5 7:53 AM 
To J k OD (FBI); 

GULOTTA, MARGARET R. (01) (FBI)Q 
(FBI); BOWM AN, MARION E. (01) (F EIT 
(SecD) (CON)| 

(FBI) l I OIFpT 

fFBil UISP,)(FBI) 


FBlf 

ebih 


i£Bi r 


lEBll 


jOGC)(FBI )[ 

t TOD)(FBI)r 

1(01) pf 


ISecD) (OGA ) 


1(01) (OGA)C 
KOI) ( CONltr 


1(0I)(C0N); 


|(OGC) 

1(01) (OGA) 




J.(. CD) 


Si 


(ITOD) 
ON (CTD) 


“RMD)(F f Bl); GRlGG, G. CLAY 

T ogo (fbi); hall, de an e. (oipm) (fbi); 

KOGC) (FB I); 

(OGC) 


M . 

I (OGC) (FBI)f 


<MD)(FBI); [" 
3(01) (C0N)J1 


ItS 


J (01) (FBI)i 


(01) ( FBI); RITCHHART, KENNETH MICHAEL QTSD)(FE)ijI 


.) (FBI); 

IflfiQ 


(SecD) (FBI); SOLOMON, JONATHAN 


DONALD N. (CTD) (FBl£ 


] (CyD) (fbi)T 

M I. (DO) (FBTJJ" 


Subject: IDW Dataset EC 


](ITSD)(FBI) 


1(01 ) (CON)C 

l(ITSD) (FBI); VAN DUYN, 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Ail, 

Please find attached the IDW data set EC for your review. Please send changes/comments to me and I 


1 1/6/2006 
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will incorporate appropriately. 

ssj .. 1 

Directorate of Intelligence 
Inte lligence Issue s Group 

202P I 


be 

b7C 


b2 


UNCLASSIFIED 


UNCLASSIFIED 


1 1/6/2006 




b6 

' — 

From: 




(OGC) (FBI) 

Sent: 

i nursday, uecember 2 

9, 2005 1:39 PM 


To: GRIGG, G. CLAYTON (CTD) (FBI) 

Subject: IDW 


UNCLASSIFIED 

NON-RECORD 


Gervus - Happy New Year! 

Back in March, we did a PIA on the addition of data sets to IDW (66F-HQ-C1321794 serial 205) (attached). One issue 
that we set aside and said we would address in a separate EC was the IDW collaboration Index. (See page 5). To date, 
we have not addressed this. I seem to recall that the IDW collaboration index was a concept that you were floating. Is it 
something that you are still working on? If so could you provide me with additional information in order that we can 


evaluate whether any privacy/legal issues exist? Thanks! 


additions to IDW 
pia.wpd (108 ... 


THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE FURTHER DISSEMINATED WITHOUT PRIOR 
OGC APPROVAL. 


UNCLASSIFIED 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-27-2007 BY 65179 DHH/BJA/CAL 


1 
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OGC) (FBI) 


Fromf 

Se nt; Monday. September 20 . 2004 4:43 PM 
To: l J (OGC) (FBI)jT' 


Subject: RE: Discretionary Access Control Team 


]OGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


ALL INFORHATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-27-2007 BY 65179 DMH/BJA/CAL 


b6 

b7C 



Sometimes Oi has too many meetings and not enough resources, which is why I was not there last week, but I 
normally will be. 


-Or iginal Message- 


From:[ 

Sent-; MnnHau 

To: j 


Jog c) (fbi) 


-Seatember 20, 2004 3:19 PM 
JOGC) (FBI);[ 


Subject: Discretionary Access Control Team 


JOGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Folks, too many attorneys at the DACT is not yet posing any problems but not having enough of the right 
kind still is. We had another meeting of DACT again last week (I think they will be every other week) and 
again we really could have used a knowledgeable spook-law attorney. If this wasn't just a situational 
anomaly, we need to take another look at providing NSLB cover for these meetings. 

W Original Message 

From: I I OGCI (FBI) 

Sent: Wednesday, August 25, 2004 7:46 AM 
To: KELLEY, PATRICK W. (OGC) (FBI) 

Subject: RE: Discretionary Access Control Team 


UNCLASS IFIED 

NON-RECORD 


I had a discussion on this witlCZ 

le| I make the call. 

Original Message — 

From: KELLEY, PATRICK W. (OGC) (FBI) 

Se nt: Tuesday, August 24, 2004 6:07 PM 
To ) K OGC) (FBI) 

Subject: RE: Discretionary Access Control Team 


1st night. We also felt that there might be too many lawyers, so I'll 


UNCLASSIFIED 

NON-RECORD 


I ll recommend you coord inate with l 

1 b o along wit j think we'll have 5 lawyers there-that may be overkill. 


]as who from NSLB should participate. If you and 


-O riginal Message 

From:! ~ 


JOGC) (FBI) 


Sent: Tuesday, August 24, 2004 3:59 PM 


To: KELLFY. PATRT 


Tc 


W. (OGC) (FBI)C 

(OGC) (FBI) 


] (OGC) (FBI) 


OGC) (FBI); 


b6 

b7C 


b6 

b7C 


f!le://S:\OGC\UNITS\ALU-09 1 7\ALU-LIBRARYMnfP-66F-HQ- 120141 5-I\ISPB\RE%20... 1 1/6/2006 
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(OGC)(FBI); 


Cc 

Subject: RE: Discretionary Access Control Team 


](OGC) (OGA)f 


IOGC) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Although I am not looking f or more work.l l and I have been involved in many information 

sharing meetings regardin g | both within the FBI and with OIPR. I would suggest that 

r e present NSL PTU at these meetings. Also, last week I briefed the new CTO, Jack Israel, on the 
sharing o | | n our databases. We don't want the lead, but I think you want us there. 


b 6 
b7C 


Tom 

Original Message — 

From: KELLEY, PATRICK W. (OGC) (FBI) 
Se nt: Tuesday. August ^ 4, 2004 3:3 6 PM 
(OGC) ( FBI j 


Toj 

Cc 


fOGC)(FBI)C 


Subject: RE: Discretionary Access Control Team 


l QGC)(FBI ); [ 
J(OGC) (OGA) f 


KOGC) (FBI) 
j(OGC) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

please follow wit h T hanks. b6 

Original Message b 7 <~: 

From l I (OGC) (FBI) 

Se nt: Tuesday, August 24. 2004 11:46 AM 

To: l l (OGC) fFBIl | I fOGC) (FBI) 

Cc: KELLEY, PATRIC K W. (OGC) (FBlJ | (OGC)(FBI);| | (OGC) (OGA); 

P GC) (FBI) 

Subject: FW: Discretionary Access Control Team 


UNCLASSIFIED 

NON-RECORD 

I now think we do need a criminal lawyer on this group and have asked l j o attend further meetings, at ; b 7 c 
least until it appears no longer necessary. But now I think it is necessary. E.g., the first meeting yesterday 
surfaced numerous 6E questions (what is 6E, what leeway does/does not PATRIOT Act provide, etc.) 

These are weekly meetings, but there isn't one next week. 

if you will be unable to attend, we will also need to get NSLB to identify a pinch hitter. 


Ordinal Messane 

From:[_ 


(OGC) (FBI) 


Se nt: Wednesday, August 18, 2004 5:46 PM 

To£_^_____JOGC) (FBI) 

Crl 


l(OGCXFBI); KELLEY, PATRICK W. (OGC) (FBI); 
JOGi 


J(OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI) 


] (OGC) (OGA); 


■YOU. 


| or in the alternative refer those matters to ILU and we will provide advice back through 


( )ribinal Mp<;^hp 

From: 

Sent: 

To: KELLEY, PATRICK W. (OGC) (FBI)T 


k (OGC) (FBI) 

Wednesday, August 18, 2004 1:35 PM 


](OGC) (OGA)i 


b6 

b7C 


Subject: RE: Discretionary Access Control Team 
I am not seeking representation on this group but I urge the OGC reps to become familiar with the various 
statutory and regulatory restrictions or conditions on info disse mination of information obtained through 
criminal process ; e.g., Rule 6(e)| | 


b2 

b7E 


OGC) (FBI); b6 

b7C 


fIIe://S:\OGC\UNITS\ALU-09 1 7\ALU-LIBRARY\InfP-66F-HQ- 12014 1 5-I\ISPB\RE%20. .. 1 1 161 2006 
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tOG C) (FBI); BOWMAN, MARION E. (OGC) (FBI) 
Cc i I (OGC)(FBI) 


Subject: FW: Discretionary Access Control Team 
FYI. UAC will proceed accordingly. 


b6 

blC 


Original Message — he 

From ] ] (OGC) (FBI) b7c 


S ent: Wednesday, Augu st 18, 2004 1:03 PM 
T d 1 (OGC) (FBI) 

Subject: RE: Discretionary Access Control Team 

Yes. When he first mentioned it to me, he said he was thinking of me as their legal advisor and asked 
what I thought about adding a privacy guru, and I recommended you. 


I don't think at this point we also need a crminal lawyer, as I 
the Intelligence Community. That could change, of course. 
-Original Message 

](OGC) (FBI) 


think we are going to be dealing mostly with 


From: 


Se nt: Wednesday, Augus t 18, 2004 10:29 AM 


To 

Cc: 


(OGC) (FBI) 


I V I 1 

JOGC) (OGA) ; BOWMAN, MARION E. (OGC) f FBI)i [OGC) (FBI); 

Yq GC)(FB1 ] 


KELLEY, PATRICK W. (OGC) (FBI)[ 

Subject: FW: Discretionary Access Control Team 


OGC) (FBI) 


he 

hlC 


UNCLASSIFIED 

NON-RECORD 

I I I wasn’t clear if | ~l was anticipating that you would be the OGC/NSLB rep on the DACT or b6 

asking NSLB to pony up someone else in addition. Can you enlighten? b7c 

At this point PWK sees me as being the OGC/privacy rep. 

I note that the proposed OGC representation of an NSLB practioned and a privacy practioned does not 
include any practioned in criminal ops/DT.. Do you think this is a gap that needs covering by yet another 
lawyer on the team? Or what? 


— Original-Message-; — 

From | | (OI) (OGA) 

Sent: Wednesday, August 18, 2004 8:57 AM 

To: VAN D UYN, DONALD N. f CTP) [FBI): LAUGHLIN. LAURA M . (QD) (FBI); 
(CD) (FBI); 1 I (CvD) (FBI) 1 l (SecD) (OGA)l 

(FBI) i [ 01) (FBI) 


IROGC) 


Cc: RITCHHART, KENN ETH MICHAFI fITOD)( FBT):[ 


CL AYTQN fC TD) (FBI); 


3 


DO) (FBI]] 

., DEAN E. (SecD) (FBI) 


OGC) f FBI); [ 


1(0) (FBI)] 

TOUO) (FBI); HALL, " 

Subject: Discretionary Access Control Team 


llTODV FBI): G RIGG, G 
OI) (FBI)C 


DO) (FBI); AZMI, ZALMAI 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


The Information Sharing Policy Group (ISPG) has decided to form a Discretionary Access 
Control Team (DACT) to make recommendations to the ISPG on the issues of which 
individuals/organizations will have access to what FBI data in the FBI Investigative Data 
Warehouse and DataMart (IC Organizational Shared Space). The DACT will include senior 
representatives from CiD, CTD, CD, CYD, SecD, OGC, and OI. The IDW and DataMart project 
managers will provide assistance. The types of issues requiring DACT recommendations include: 


fiie://S :\OGC\UNITSVALU-09 1 7\ALU-LIBRARY\InfP-66F-HQ- 120141 5-I\ISPB\RE%20. . . 11/6/2006 
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• Approval of data sets and development of access control requirements for the Investigative 
Data Warehouse (IDW), including review of existing restrictions on internal access to FBI 
case files or databases. 

• Approval of data sets and scoping and definition of access control requirements for the 
DataMart, and 

• Response to proposals for access to FBI data by Intelligence Community organizations 

The first meeting of the DACT is scheduled for Monday, 23 August, 2004 at 1 1 :00 AM in Room 
11526 (SCIF). By COB Thursday, 8/19, project managers should let me know what they 
consider the information sharing policy issuesneeding the most immediate recomendations and 
decisions. 

Thanks, 


Special Advisor for Policy Matters 
Office of Intelligence ! | 


UNCLASSIFIED 


UNCLASSIFIED 


fIIe://S : \OGC\UNITS\ALU-09 1 7\ALU-LIBRARY\InfP-66F-HQ- 12014 1 5-I\ISPB\RE%20... 1 1/6/2006 


b2 

b6 

b7C 



UNCLASSJFIED//FOUO 


FBI Information Sharing Policy Group 


ALL INFORMATION CONTAINED 

HEREIN I-S UNCLASSIFIED 

DATE 08-27-2007 BY 65179 DMH/8JA/CAL 


July 2004 Meeting 

Co-Chairs 

EAD-Administration 

EAD-Intelligence 

July 26, 2004 
1100 Hours 
Room 5145 


UNCLASSIFIED//FOUO 



UNCLASSIFIED//FOUO 

Agenda 

• IDW Issues (40 Min) 

- IDW and Enterprise Data Warehouse Background 

- IDW Project Requests 

— IDW Data and User Policy Decisions 

• Fo llow-Up Issues (20 Min) 


b2 

b7E 

bS 


July 26, 2004 


UNCLASSIFIED//FOUO 




UNCLASSIF1ED//F0U0 


IDW Background 

• The Investigative Data Warehouse (IDW) is a single point 
of entry for accessing FBI and non-FBI data sets 

• The IDW project initiative will ultimately integrate many of 
the underlying system data sources to support FBI data 
mining and target searching as well as selective sharinq 
with other Federal agencies. 

• It is the forerunner of an FBI Enterprise Data Warehouse 
which will be a true repository of data for investigative 
intelligence and administrative activities. 

• IDW 1.1 fully operational system with limited data 

- ATO: July 2004, release to IRD in FY-05 for O&M 

• IDW 2.0 will have additional data and capabilities 

- In development thru FY-05, estimated IOC in May 05 


July 26, 2004 


UNCLASSIFIED//FOUO 


2 



UNCLASSIFIED//FOUO 


Why We Need to Move Beyond IDW 1 

• There are two implementations, IDW-S and CTD/SPT 

- Different tool versions and data sets result in custom 
systems as opposed to one enterprise system 

• IDW 1 lacks a formal FBI policy framework for 
governance, authprization of data sources, access by 
personnel to specific data sets, approved requirements, 
and OGC-approved Privacy Impact Assessment 

• IDW 1 is a collection of separate data sets, not an 
integrated warehouse -- analysts cannot perform 
integrated search and correlation across all data sets 

• There are no discretionary access controls - all the 
users can see all the data all the time 

• Data access limitations include locked out ACS files and 
excluded case classifications 


July 26, 2004 


UNCLASSIFIED//FOUO 



UNCLASSIFIED//FOUO 


What is an Enterprise Data Warehouse? 





UNCLASSIFIED//FOUO 


Proposed IDW 2.0 

• Focusing on Enterprise Data Warehouse capabilities 

- Enterprise Data Architecture 

- Enterprise Data Warehouse 

— Enterprise Metadata Management 

- Data Acquisition 

• Allowing FBI users to view, search, integrate, correlate, 
share, and protect information from multiple data 
sources for intelligence, investigative, and administrative 
activities. 

• First phase should meet requirements for intelligence 
and investigative activities. 


July 26, 2004 


UNCLASSIFIED//FOUO 


5 



UNCLASSIFIED//FOUO 


IDW Project Requests 

• Approval of existing operational data sources 

• Approval of proposed operational data sources 

• Approval of expanded data sources for standalone 
development/test system 

• Policy for user selection 

• Guidance on discretionary access 

• Guidance on audit requirements 


July 26, 2004 


UNCLASSIFIED//FOUO 



UNCLASSIFIED//FOUO 


Existing IDW-S and CTD/SPT Data Sources 

• Current IDW-S data sources (From FBI Only) 

c ^ ge File (some case tvpes fiyr;| , ii rfpr| ). 

VGTOF. SAMNet. IntelPIns Eilemomsl 1 


Intelligence Committee Inquiry 
• Current CTD/SPT data sources (i 
- FBI:; 


, and Joint 


b2 

b7E 


Name Index (UNl) 1 1/DT, IntelPlus Filerooms / 


n addition to IDW-S sources) 
Terrorist Wa tch List (TWI.V llnivpr^i 


Data 


Other NJTTF 


FinCEN: 




[Data 



CIA HRs and T 

Ds, 

DoS 


Lost/Stolen Passport Data 

IMA A — i : : — : — — 




- I bA: Selectee List, No Fly List 


b2 


July 26, 2004 


UNCLASSIFIED//FOUO 


7 






UNCLASSIFIED//FOUO 


Proposed Data Sources 

• Proposed for CTD/SPT 

- FBI sources: Unified Index (Automated Case File) 
FBI Data Warehouse System fDWS) 


• Proposed tor IUW-S 

- All CTD/SPT current and proposed sources 


FBI sources: 

Iriisti 

nnt from V/PiTHF’* 




(distinct from TWL source), Virtual Case File 


July 26, 2004 


UNCLASSIFIED//FOUO 


8 



UNCLASS1FIED//F0U0 


Data Sources for Standalone System 


•Automated Case System/Electronic 
Case File 

•Automated Case System/Universal 
Name Index 

•Violent Gang and Terrorist Organization 
File 

•Secure Automated Messaging Network- 
Secret 

•All IntelPlus file rooms 


Cata (superset that includes 

1 I data:) 

•CIA HRs and TDs 


Lost/Stolen Passport data 


National Crime Information Center 


Virtual Casa Fite 


■Data Warehouse System 


b2 

b7E 
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Data Source Decisions 


IDW Project Manager requests: 

• Approve current IDW-S and CTD/SPT data sources 

• Approve proposed IDW-S and CTD/SPT data sources 

• Approve authority for IDW Project Manager to add data 
sources to standalone, SECRET-level, development (not 
operational) system to be used for testing 

Staff recommends approval of all Project Manager requests 
(subject to OGC privacy review) 


July 26, 2004 
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IDW Users and Policy 


• 623 users trained on IDW in mid-July (totals change daily) 

- 51 are from JTTF, 400 are Intelligence Analysts 

- Based upon directive of Ol Oversight Unit, second round of traininq 
FIG personnel has begun. 

• Total number of userids for CTD/SPT and IDW: 4,914 

- Total number of userid’s created for CTD/SPT: 4,291 

- Total number of userid’s created for IDW: 623 

- Intelligence Analysts (0132 series) have 1221 userids 

• Staff Recommendation: EAD-I EC to establish policy for 

- Approval of Data Sources (discussed above) 

- User Selection 

- Discretionary Access 

- Audit Requirements. 


July 26, 2004 
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Follow-Up: MISI/LInX Data Sharing 


• Update on LINX Full-Text Sharing Project 

- OGC Privacy Impact Assessment requires OI/ISPG 
policy guidance 

— MOU and audit can be template for other programs 

• All database activity is to be audited. 

— Audit trail records will be reviewed periodically by a 
designated authority - CJIS/NCIC model. 

• MOU requires permission of contributing party for 

dissemination. 

- Exceptions for cases of immediate danger or 
imminent harm to the national security. 


July 26, 2004 
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Next Meeting 


• 2:00 pm, August 17, 2004 

• Review Outstanding Actions 

• Potential Agenda Items: 

- IC Data Mart 


~ IC Informatio n Sharing Brief (IC Deputy CIO 


b6 

b7c 


July 26, 2004 
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DRAFT 


FBI Information Sharing Policy Group 


August 2004 Meeting 

Co-Chairs 

EAD-Administration 

EAD-Intelligence 

August 17, 2004 

ALL INFORMATION CONTAINED 1400 Hours 

HEREIN IS UNCLASSIFIED _ 

DATE 08-27-2007 BY 6S179 BKH/BJA/CAL ROOfTI 7846 
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Approval of Data Sources 


• bxamples: 


Recommendation: 

- The ISPG should approve subset(s) of FBI data in IDW based 
on recommendations by the Discretionary Access Control 
Team including an OGC privacy assessment 


August 17, 2004 
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Summary of Decisions 

• Discretionary access control 

• Approval of data sources 

Management and staffing of policy implementation 


August 17, 2004 
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Follow Up 


Investigative Data Warehouse (IDW) Policy 

- Favorable OGC review of FinCEN data for internal FBI counter- 
terronsm IDW use only, requested from 2004 Threat Task F nrL 



Outside the Scope 


August 17, 2004 
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From: HQ_CIO_AZMI 

Sent: Friday, August 18, 2006 8:35 AM 

To: _ FBI_HQ AND FO POCS ALL INFORHATION CONTAINED 

Subject: APPLICATIONS ACCESS herein is unclassified 

UNCLASSIFIED DATE 08-27-2007 BY 65179 BHH/BJA/CAL 

NON-RECORD 


This message is being sent to: All employees at Headquarters, Field Offices, and Legats. 
Please check with the appropriate authority prior to dissemination of this message to all 
employees within your office to avoid duplication. 


Over the last six months many of you have requested information and access to a 
number of applications. I would like to focus on four of these applications that are 
available to you and provide you a URL for each which will give more detail and 
instructions on how to obtain an account. Having access to these applications and 
using them daily is an effective and efficient way to increase your productivity. 

Investigative Data Warehouse (IDW) is a one-stop shop allowing searches 
from a variety of source data using state of the art analytical tools. IDW provides 
users with information needed to successfully accomplish the FBI's 
counterterrorism, counterintelligence and law enforcement missions. For more 
information you a re directed to the IDW web p age! 

and CBT link http | 


FBI Automated Message System (FAMS) supports the FBI in the 
transmission, receipt and processing of secure data information to/from FBI, other 
agencies and throughout the intelligence community. FAMS is a Web-based 
product that provides analysts and agents with the ability to read messages from 
CIA, DOS, Department of Homeland Security and other federal agencies directly 
on their desktop computers. Tn obtain an account you are directed to 

1 This webpage contains an IP User Account 

Request link. 

Department of Defense Secret Internet Protocol Router Network 
(SIPRNET) SIPRNET provides the communications backbone for INTELINK-S, 
the Secret intelligence Intranet. INTELINK-S contains classified information from 
over 200 organizations supporting the intelligence, homeland security, military, 
counterintelligence, and law enforcement communities. In addition all FBINET 
users can now send and receive SIPRNET mail. The attached link will provide you 
With additional information regarding SIPRNET and provide logon instructions 
1 The URI. for the logon napeis 


UNET is a dedicated network which serves the FBI's operational and 
administrative needs for Internet connectivity. UNET was established in 2002 
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FBI Information Sharing Policy Group 


Minutes: July 26. 2004 


1 . IDW Issues: 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 03-28-2007 BY 65179 dmli/b ja/cal 


OTHER O/S 


Policy and Privacy Impact Issues 


described the policy 


b6 

b7C 


questions relevant to the ISPG concerning the need for approval of data 
sources and users access. There is an approved Privacy Impact 
Assessment (PIA) for IDW-S; a PLA for CTD/SPT has been drafted, but 
not yet submitted to the OGC. It was pointed out that the link between 
IDW-S and CTD/SPT may have invalidated the original IDW-S Privacy 
Impact Assessment (PIA). It was agreed that an up-to-date PIA is an 
urgent requirement, and that no new data sources should be added until the 
PIA has been reviewed by OGC. [action] other o/s 
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OTHER O/S 



• Summary and Actions. The IDW has been successful as a tool, but the 
lack of any management construct to regulate and create policy for users 
and data puts the project in peril. We need to make sure that the analysts 
can use this system and feel comfortable that they are aware of “all the 
dots,” but th e project mu st attend to privacy impact and related policy 

issues. EAD stated that IDW and SPT must complete the t>6 

Privacy Impact Assessment for the system as it currently sta nds and b7 ' 

submit it to OGC im mediate ly, [action] EAD | fc nd EAD-I 

pirected Mr | j to create a team from the ISPG to work on the 

details of the discretionary access and audit functions, the protocols 
governing the use of IDW by non-FBI employees, and the management 
construct that will regulate IDW use and development. The team is to have 
representation from OGC, RMD, and SecD. The output of the group 
would be presented to the ISPG and would be pertinent “build-to” 
requirements that would be used by the IDW contractors. The team would 
also review and recommend emergency procedures to be used when the 
addition of users or data to the system is urgently required because of 
external circumstances, [action] 

• Decisions. 

UNCLASS IFIED//FOR OFFICIAL USE ONLY 
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1. The [SPG will not delegate authority to CTD or the IDW project 
to add new data sources to IDW. The issue will be reconsidered 
once a policy framework and a management construct has been put 
into place, [decision] 

2. The current data sources in IDW and CTD/SPT can continue to be 
used pending the outcome of the OGC review of the new IDW 
PIA. [decision] See attached list. 

3. The request for authority for the IDW Project Manager to set up 
and populate with data a standalone test and development system is 
approved, [decision] 

OTHER O/S 
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Information Resources Division 
Engineering and Integration SectionI 
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May 2003 

Full Prlvacy Impact Assessment 
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Investigative Data Warehouse (fDW> 

Full Privacy Impact Assessment, MIOG 16-21.5 


Executive Summary 


This full Privacy Impact Assessment (PIA) is submitted by the Information Resources Division 
in accordance with MIOG 16-2 [ .3, Completing a Privacy Impact Assessment, and MIOG 1 6- 
21.5, Paragraphs A, B, C, and D. This assessment is intended to address MIOG requirements for 
the enterprise Investigative Data Warehouse (IDW) system, and is submitted in coordination 
with Office of General Counsel for approval. 
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F ederal Bureau of Investigation 

Information Resources Division 
Data/Information Management Section 
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9 October 2002 Draft, Version 2 
Full Privacy Impact Assessment 

for the Investigative Data Warehouse (IDW) 
and Virtual Knowledge Base (vkb) 
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Investigative Data Warehouse fIDW) Virtual Knowledge Base fVKBI 
Full Privacy Impact Assessment. MIOG 16-21 .3 


Executive Summary 

This full Privacy Impact Assessment (PIA) is submitted by the Information Resources Division 
in accordance with MIOG 16-21.3, Completing a Privacy Impact Assessment, and MIOG lb- 
21. 5, Paragraphs A, B, C, and D. This assessment is intended to address MIOG requirements for 
the enterprise Investigative Data Warehouse (IDW) and Virtual Knowledge Base (VKB), and is 
submitted in coordination with Office of General Counsel for approval. 
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